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ABSTRACT

Face authentication (FA) schemes are universally adopted. However,

current FA systems are mainly camera-based and hence susceptible

to face occlusion (e.g., facial masks) and vulnerable to spoofing

attacks (e.g., 3D-printed masks). This paper exploits the penetra-

bility, material sensitivity, and fine-grained sensing capability of

millimeter wave (mmWave) to build an anti-spoofing FA system,

named mmFace. It scans the human face by moving a commod-

ity off-the-shelf (COTS) mmWave radar along a specific trajectory.

The mmWave signals bounced off the human face carry the facial

biometric features and structure features, which allows mmFace

to achieve reliable liveness detection and FA. Due to the penetra-

bility of mmWave, mmFace can still work well even if users wear

masks. We explore a distance-resistant facial structure feature to

suppress the impact of unstable face-to-device distance. To avoid

inconvenient on-site registration, we also propose a novel virtual

registration approach based on the core idea of cross-modal trans-

formation from photos to mmWave signals. We implement mmFace

with various antenna configurations and prototype two typical

modes of mmFace. Extensive experiments show that mmFace can

realize accurate FA as well as reliable liveness detection.

CCS CONCEPTS

•Human-centered computing→Ubiquitous andmobile com-
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1 INTRODUCTION

Face authentication (FA) has become essential to many security-

critical applications, such as access control [66], mobile payment

[79], and individual identification [14]. It is pervasively deployed

thanks to its high accuracy and user-friendliness. Albeit these ad-

vantages, existing FA systems are commonly camera-based and

hence suffer several limitations. First, camera-based FA systems

are susceptible to poor light conditions, which limits their usability

in practice [19]. Second, with the development of impersonation

technologies such as Deepfake [45], camera-based approaches be-

come vulnerable to emerging spoofing attacks [17, 40]. Although

some latest camera-based face authentication systems (e.g., Apple

Face ID [13]) take defensive measures (e.g., adopting a TrueDepth

camera to defend against 2D images), they can still be fooled by 3D

spoofing attacks (e.g., 3D-printed masks) as reported in [40, 49, 54].

Besides, the authentication accuracy of camera-based methods is

substantially affected by face occlusion [41]. Especially, the COVID-

19 pandemic makes wearing surgical masks critical to prevent the

spread of contagious diseases [20]. Under this circumstance, camera-

based FA systems cannot handle masks well since they can only

capture partial facial features exposed to the camera [4]. For exam-

ple, Face ID can only capture and recognize the features around the

eyes rather than the entire face covered by masks [12].

One promising way to overcome these limitations is Radio Fre-

quency (RF) based sensing [34, 57, 63, 65, 69]. Recent advances

have witnessed the rapid development of RF-based identification

methods by extracting biometric features (e.g., gait features [33, 43],

cardiac features [31, 36], finger impedance features [76], respiratory

features [32, 37]) based on real RF signals as well as vision-based

synthesized signals [33]. RF-based sensing approaches offer ap-

pealing advantages. First, they are resilient to complex lighting

conditions. Meanwhile, RF signals have brought new possibilities

for mask-friendly user authentication. Unlike cameras that are sus-

ceptible to face occlusion, the penetrability of RF signals allows

them to pass through masks [47] and retrieve facial features be-

hind them. Moreover, RF signals are sensitive to the materials they
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Figure 1: An anti-spoofing FA based on mmWave, which still

works well under the occlusion of masks.

encounter during propagation and reflection [53]. Hence, it is pos-

sible to utilize such material sensitivity to distinguish real human

faces from other materials (e.g., silicone in 3D-printed masks) and

thereby defend against spoofing attacks.

Motivated by the penetrability and material-sensitivity of RF

signals, we build an RF-based FA system that is friendly to mask-

wearing users and enhance its security against spoofing attacks

with liveness detection. However, designing a practical RF-based

FA system is challenging. (1) How to mitigate the registration

overhead. For registration, RF-based authentication systems need

to collect each user’s unique characteristics (e.g., facial informa-

tion) to form the credential. Existing RF-based approaches usually

require on-site registration [36, 56, 68] with designated RF devices

at specific locations. Such on-site registration typically takes a long

time [66, 76] (e.g. several minutes) to collect a large amount of

data to build a representative credential. Thus, the large overhead

of on-site registration prohibits the wide deployment of RF-based

authentication systems. (2) How to implement robust FA un-

der variable face-to-device distances. Due to the sensitivity

of RF signals, the signals reflected from the same face would be

quite different when the distance between the user and the sensing

device varies [26, 79]. In this case, if we directly utilize the raw

mmWave signal for authentication, the FA accuracy would severely

degrade when the face-to-device distance during authentication is

inconsistent with the one during registration.Thus, some RF-based

authentication methods [10, 79] have rigorous constraints on the

authentication distance, which greatly limits their applicability. (3)

How to realize reliable liveness detection for the human face

with complex geometric structure. The key to reliable liveness

detection is to extract biometric features, e.g., the skin tissue, which

cannot be easily imitated. Nevertheless, when RF signals impinge

on a human face, they are affected not only by the material char-

acteristic but also by the facial structure [57], i.e., its appearance.

Since the structure of the human face is complex, e.g., inconsis-

tent surface curvature, it is challenging to extract precise biometric

features for liveness detection. Existing RF-based material sensing

methods [15, 25, 62, 72] typically require the shape of the target

object to be fixed, which is not practical in FA scenarios.

To solve these challenges and build a practical RF-based FA

system, we first determine which kind of RF signal is proper to

conduct FA. Compared with alternatives (e.g. WiFi and RFID), we

choose mmWave since it is highly directional [80] and has good

reflective properties [60]. However, commercial mmWave radars

do not provide sufficient sensing resolution for FA [7], due to their

small aperture. Although adopting specialized radars with large

lenses can effectively improve the resolution [80], those devices

are extremely expensive and inconvenient for wide deployment.

Instead, inspired by synthetic aperture radar (SAR) [44], we explore

the possibility of enhancing the sensing resolution by moving a

low-cost mmWave radar to enlarge the aperture.

In this paper, we develop an anti-spoofing FA system (named

mmFace) using a COTS mmWave radar. mmFace can work well

when users wear masks, as illustrated in Fig. 1. Specifically, by

moving a mmWave radar along a specific trajectory, mmFace can

emulate a large aperture planar antenna array and measure the

mmWave signals reflected from the human face. It extracts biomet-

ric features from the collected signals to conduct liveness detection.

For the goal of FA, mmFace derives underlying facial structure

features from the raw mmWave signals by reconstructing the hu-

man face with the SAR imaging algorithm [71]. Moreover, mmFace

addresses the aforementioned three challenges.

Firstly, we propose a virtual registration approach based on

the cross-modal transformation from photos to mmWave signals.

Secondly, to extract a distance-resistant facial structure feature, we

analyze the intensity values of facial images generated by the SAR

imaging algorithm. We find that even though the intensity values

vary with distance, the contour of the facial image’s ‘bright’ area

(the area with high-intensity values) is relatively stable. Because

the contour of the bright area only depends on the user’s facial

surface curvature. We leverage Fourier descriptors to quantify the

bright area’s contour features, which are used as distance-resistant

facial structure features. Finally, we suppress the impact of face

structure on biometric feature extraction by selecting relatively flat

regions on the face. For these selected facial regions, we extract the

reflection coefficient of the face for reliable liveness detection.

We implement mmFace using mmWave radars with various

configurations, including a COTS mmWave radar (with two trans-

mitting antennas and four receiving antennas) and an advanced

mmWave radar (with twelve transmitting antennas and sixteen

receiving antennas). We conduct extensive experiments to eval-

uate mmFace’s performance. The results show that mmFace can

achieve over 95.9 % authentication success rate and around 4.5 %

equal error rate. The experiment results demonstrate that mmFace

is an accurate and robust FA system that can be applied to access

control and user identification. More importantly, the results show

that mmFace is resistant to spoofing attacks including 3D-printed

mask attacks. As such, we envision that mmFace is promising to

complement and enhance existing FA systems to better support

users wearing masks.

In sum, our contributions are as follows: � We propose mmFace,

a practical mmWave-based FA system that can still work well under

the occlusion of face masks. mmFace extracts distance-resistant

facial structure features to achieve robust FA. Besides, we propose

a biometric feature-based reliable liveness detection method to

protect mmFace from various spoofing attacks. � We design a

new virtual registration approach that allows users to only provide

three facial photos for registration. By building the mmWave signal

propagation model, mmFace can transform the given facial photos

into virtual registration signals, thus avoiding burdensome on-site
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Figure 2: The planar antenna array generation.

registration.�We prototype two typical modes of mmFace in terms

of the radar’s antenna configuration. Extensive experiments show

that mmFace can realize precise and robust authentication as well

as defend against spoofing attacks.

2 BACKGROUND

2.1 Planar Antenna Array

Inspired by SAR, we move a mmWave radar along a trajectory by a

2D slide rail to form a planar antenna array. In this way, the aperture

size of the radar is enlarged and we can realize a millimeter-level

fine-grained resolution for supporting FA. In the following, we take

the COTS mmWave radar with multiple-input multiple-output (i.e.,

MIMO) antenna arrays as an example to demonstrate this process.

As shown in Fig. 2, under the control of the 2D slide rail, the

mmWave radar first moves uniformly along the horizontal direction

(X-axis) for a distance 𝐷𝑥 and obtains 𝑁𝑥 measurements uniformly

distributed at an interval of Δ𝑥 . Then, the mmWave radar moves

along the vertical direction (Y-axis) for a distance Δ𝑦. These two
steps are repeated 𝑁𝑦 times in total. Besides, to make the planar

antenna array’s antennas uniformly distributed, the antennas on

the MIMO antenna array are equivalent to 𝜌 (i.e., eight) uniformly

distributed transceiver antennas at an interval of 𝜆
4 (i.e.,

Δ𝑦
8 ), as

shown in Fig. 2. Each pair of transmitting antenna and receiving

antenna are equivalent to one transceiver antenna located in the

middle of them, which can both transmit and receive mmWave

signals [70]. After that, we can form a planar antenna array con-

taining 𝜌 ∗ 𝑁𝑦 rows with a size of 𝐷𝑥 ∗ 𝐷𝑦 and each row has 𝑁𝑥

transceiver antennas, as shown in Fig. 2. In addition, we also imple-

ment a time-efficient advanced mmWave radar to achieve nearly

real-time FA, which will be introduced in Sec. 7.

2.2 Attack Model

We consider two mainstream spoofing attacks (i.e., 2D attack and

3D attack) in our attack models.

� 2D attack. This type of attack can be further divided into static

and dynamic attacks. In the former, the attacker can obtain a photo

containing a legitimate user’s face to spoof the FA system [51]. This

attack method is effective in attacking those systems which only

verify the 2D features of human faces. Recently, some FA systems

are enhanced by liveness detection, where users are required to

blink their eyes and move their lips [50]. However, attackers can

still launch 2D attacks with videos of legitimate users [49].

� 3D attack. To mitigate the threats of 2D attacks, some FA sys-

tems collect the 3D structural features of human faces [58] as an

additional security factor. Unfortunately, the adversary could still

AuthenticationRegistration
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Figure 3: System architecture of mmFace.

spoof the real users by manipulating their 3D structural features.

For instance, an attacker can wear a 3D-printed mask to mimic a

legitimate user’s face to bypass the system’s verification [54].

3 SYSTEM OVERVIEW

As shown in Fig. 3, mmFace consists of two primary phases: the

registration phase and the authentication phase.

In the registration phase, to avoid on-site registration, we pro-

pose a VRS generationmethod. Instead of directly collectingmmWave

signals reflected off users’ faces, mmFace only needs three 2D facial

photos of each user taken from different perspectives for registra-

tion. These photos are utilized to generate VRSes. We first construct

a virtual registration scene that is consistent with the authentication

scene. Then, based on the virtual registration scene, we transform

the photos into mmWave signals by building a theoretical model

of mmWave signal propagation. Thereafter, these generated VRSes

will be sent to the feature extraction module (consistent with the

one used in the authentication phase and will be detailed in that

phase) to obtain the facial structure features. The features will be

stored in a database as templates.

In the authentication phase, users only need to place their faces

in front of a mmWave radar for a few seconds. In this process, mm-

Face collects the mmWave signals reflected from the face by moving

the radar along a specific trajectory as described in Sec. 2.1. From

the collected mmWave signals, mmFace extracts biometric features

to conduct liveness detection. Once the user is detected ‘alive’, mm-

Face will reconstruct the user’s 3D facial image from the mmWave

signals based on the SAR imaging algorithm. Then, to suppress

the impact of distance variation, mmFace extracts the distance-

resistant facial structure feature based on the reconstructed facial

image. Next, mmFace tries to find a match in the database by calcu-

lating the distance between the extracted facial structure feature

and each template stored in the database. If the smallest distance

is lower than a pre-defined threshold, the user corresponding to

the template with this smallest distance is regarded as the one who
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initiates the authentication request. Otherwise, mmFace regards

this authentication request as an illegal attempt and rejects it.

4 VIRTUAL REGISTRATION SIGNAL
GENERATION

In this section, we develop a new photo-to-mmWave cross-modal

registration approach to generate VRSes.

4.1 Methodology

Current RF-based authentication methods usually require users to

complete time-consuming on-site registration. Inspired by [33] ,

we develop a cross-modal (i.e., from photos to mmWave) registra-

tion approach to reduce the registration time and effort. The prior

work [33] synthesizes WiFi signals according to 3D body models

reconstructed from videos. In contrast, our work aims to synthesize

mmWave signals from reconstructed 3D models. Different from the

prior work, our approach faces the following unique challenges: 1)

The arrangement of mmWave radar antennas is more complicated.

In [33], only a few WiFi transceiver antennas are placed in fixed

positions to collect WiFi signals reflected by the human body. How-

ever, to perform SAR, mmFace needs to either move the mmWave

radar along a trajectory or collect the signals via a planar antenna ar-

ray that has hundreds of antennas. 2) The mmWave radar antennas

are directional. In contrast to omnidirectional antennas in [33], the

initial amplitudes of the mmWave signals emitted by the transceiver

antennas are different in each direction. Therefore, in our approach,

the modeling of the directionality of the mmWave antenna is more

complicated. To address these two challenges and then transform

facial photos into VRSes, we construct a virtual registration scene,

based on which we build a mmWave signal propagation model to

generate the VRSes.

� Virtual registration scene construction. Identical to the au-

thentication scene, the virtual registration scene construction con-

sists of three parts: generating a 3D face model, constructing a

virtual planar antenna array, and determining their spatially rela-

tive positions. Given a user’s three facial photos taken from different

perspectives, we can generate the user’s precise 3D model based

on the method proposed in [30]. Constructing a 3D model of the

human face based on 2D photos has been extensively studied in

computer vision and performs well in practice [18, 22, 30]. Then, we

virtually form a planar antenna array according to the arrangement

of a real one, as shown in Fig. 4. In this way, we can represent

the virtual transceiver antenna located at row𝑚 and column 𝑛 of

the virtual planar antenna array as 𝑇𝑅𝑚,𝑛 (𝑚 ∈ [1, · · · , 𝜌 ∗ 𝑁𝑦],

,
3D Face Model

Figure 5: Modeling the reflection of Face.

𝑛 ∈ [1, · · · , 𝑁𝑥 ]). Finally, we rotate and align the 3D face model

with the virtual planar antenna array to adjust their relative po-

sitions (the chin of the 3D face model should be aligned with the

center of the bottom edge of the virtual planar antenna array). So

far, as shown in Fig. 4, we virtually reconstruct the registration

scene which is consistent with the real authentication scene.

�mmWave signal propagationmodel. Based on the registration

scene, we model the propagation process of mmWave signals to

generate VRSes. According to the signal propagation in the real

scene, we can divide the signal propagation into two stages: trans-

mitting from the radar to the face and reflecting from the face to the

radar. In the two stages, the mmWave signals are mainly affected by

three factors: the propagation distance, the directionality of antennas,

and the reflection characteristic of the face. Hence, we can represent

the mmWave signal emitted by 𝑇𝑅𝑚,𝑛 (denoted as (𝑥𝑚,𝑛 , 𝑦𝑚,𝑛 , 0)),

reflected by one point 𝐹 (denoted as (𝑥𝐹 , 𝑦𝐹 , 𝑧𝐹 )) on the 3D face

model and finally received by 𝑇𝑅𝑚,𝑛 , as:

𝑠𝑚,𝑛 (𝐹, 𝑡) =
𝜖𝑠𝑚,𝑛 (𝑡 − 𝜏)

2𝑟𝑚,𝑛
𝑝𝑚,𝑛 (𝐹 )𝑔𝑚,𝑛 (𝐹 )︸��������������︷︷��������������︸

𝑜𝑚,𝑛 (𝐹 )

. (1)

𝜖 represents the reflection coefficient of human face material that is

regarded as a constant in our model [21].
𝑠𝑚,𝑛 (𝑡−𝜏 )

2𝑟𝑚,𝑛
represents the

impact of propagation distance on the received mmWave signals,

in which 𝑠𝑚,𝑛 is the initial mmWave signal transmitted by 𝑇𝑅𝑚,𝑛 ,

𝜏 = 2𝑟𝑚,𝑛/𝑐 represents the delay for the round trip propagation

and 𝑟𝑚,𝑛 denotes the Euclidean distance between 𝑇𝑅𝑚,𝑛 and 𝐹 .
𝑝𝑚,𝑛 (𝐹 ) and 𝑔𝑚,𝑛 (𝐹 ) indicate the amplitude attenuation caused

by the directionality of antenna and the reflection characteristic of

face, respectively. For the convenience of expression, 𝑝𝑚,𝑛 (𝐹 ) and
𝑔𝑚,𝑛 (𝐹 ) can be integrated as the face-mmWave response function

𝑜𝑚,𝑛 (𝐹 ). Based on the reflection of each point 𝐹 , we can estimate

the reflection of the entire face by superposing the reflection of

all points on the 3D face model. Particularly, we sample sufficient

points on the 3D face model to make the resolution of (𝑥𝐹 , 𝑦𝐹 , 𝑧𝐹 )
reach the sub-micron level. Then, by mixing the received signal

with the transmitted signal, we can get the intermediate frequency

signal:

𝑠𝑚,𝑛 (𝑡) =
∭

𝜖𝑜𝑚,𝑛 (𝐹 )

2𝑟𝑚,𝑛
𝑒− 𝑗2𝜋 (𝑓0𝜏+𝐾𝜏𝑡 )𝑑𝑥𝐹𝑑𝑦𝐹𝑑𝑧𝐹 , (2)

which represents the VRS finally captured by 𝑇𝑅𝑚,𝑛 . Since the

virtual planar antenna array contains 𝑁𝑥 ∗𝑁𝑦 ∗𝜌 virtual transceiver

antennas, we need to repeat the above estimation for each antenna.
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Finally, we can get a virtual mmWave signal matrix:

𝑆 (𝑥,𝑦, 𝑡) =
∭

𝜖𝑂 (𝐹 )

2𝑅
𝑒− 𝑗2𝜋 (𝑓0𝜏+𝐾𝜏𝑡 )𝑑𝑥𝐹𝑑𝑦𝐹𝑑𝑧𝐹 , (3)

where (𝑥,𝑦) represents the coordinate of the virtual transceiver
antenna.𝑂 is a matrix composed of all virtual transceiver antennas’

𝑜𝑚,𝑛 with the shape of 𝑁𝑥 ∗ 𝑁𝑦 ∗ 𝜌 . Similar to 𝑂 , 𝑅 is composed

of 𝑟𝑚,𝑛 of all virtual transceiver antennas. Based on the above

modeling, we find that the key to precise VRS estimation is to

accurately characterize the impact of the directionality of antenna

(𝑝) and the reflection characteristic of face (𝑔). Next, we will show
how to model these two factors.

4.2 Modeling Directionality of Antenna

The antennas of mmWave radars are highly directional, i.e., their

emitted signals are composed of a concentrated main lobe and

multiple low-power side lobes [29]. The initial amplitudes of the

signals emitted by the same mmWave radar antenna but in different

directions would be significantly different. Additionally, since FA is

near-field sensing, if we ignore the impact of antenna directionality,

the VRSes cannot be accurately estimated.

To deal with the above problem, we involve the directionality of

mmWave radar antenna in our signal propagation model. Since the

main lobe contains much higher power than the side lobes [48], for

ease of modeling, mmFace only takes the main lobe into account

and models it as a fundamental Gaussian beam [23]. In this case,

as shown in Fig. 4, the initial amplitude of the signal emitted from

𝑇𝑅𝑚,𝑛 to the point 𝐹 on the face is determined by the deviation

angles between the transmitted signal 𝑠𝑚,𝑛 and the centerline 𝑐 of
the main lobe on two planes (i.e., the horizontal plane (𝐻 ) and the

elevation plane (𝐸)). Then, the impact of antenna directionality on

the initial amplitude of the emitted signal can be expressed as:

𝑝𝑚,𝑛 (𝐹 ) = 𝐴𝑒
[−𝛾 ( 𝛼

2

𝛼2
ℎ

+
𝛽2

𝛽2
ℎ

) ]
, (4)

where 𝛼 = 𝑎𝑟𝑐𝑡𝑎𝑛(
𝑥𝐹 −𝑥𝑚,𝑛

𝑧𝐹
), 𝛽 = 𝑎𝑟𝑐𝑡𝑎𝑛(

𝑦𝐹 −𝑦𝑚,𝑛
𝑧𝐹

), and 𝐴 repre-

sents the peak value of the main lobe amplitude. 𝛾 , 𝛼ℎ , and 𝛽ℎ are

three constants determined by the physical characteristics of the

antenna [48]. Among them, 𝛼ℎ and 𝛽ℎ are the angles corresponding

to the half-power point of the main lobe on the horizontal plane and

the elevation plane, respectively. They reveal the directionality of

the antenna. Specifically, the half-power point is the point at which

the antenna gain drops to half of its peak value (approximately -3

dB). It indicates that the initial amplitude of emitted signal drops

significantly when 𝛼 is larger than 𝛼ℎ or 𝛽 is larger than 𝛽ℎ . In
this way, we can precisely characterize the initial amplitude of the

emitted signal by modeling the directionality of antennas.

4.3 Modeling Reflection of Face

Estimating the impact of face reflection characteristic (𝑔 in Eq. 1)

requires accurately depicting the reflected signals. Previous works

related to analyzing the signal reflection [2, 3] usually abstract the

whole object as a single point and focus on the general position

of the object, such that they are not appliable to the scenario of

capturing fine-grained facial structure information. Although some

works [1, 78] analyze the reflection of human body, they treat the

human body as a specular reflector since the wavelength of the

RF signals (e.g., WiFi) they used is much larger than the surface

roughness of the human body. Considering that the wavelength

of mmWave is comparable to the roughness of the human face

[77], the above modeling methods can not be directly applied to

mmFace, so it is challenging to accurately quantify the reflection

characteristics of the human face.

We model the human face as a quasi-specular reflector that

well matches the actual reflection of the face, according to [33].

Specifically, in this model, the face can reflect the incident signal in

various directionswith different amplitudes.We show an example in

Fig. 5. For the point 𝐹 , given the direction of the incident mmWave

signal (𝒊) and the surface normal (𝒏) at 𝐹 , the amplitudes of its

reflected signals distribute as a Gaussian function centered on the

specular reflection direction (𝒔). Among all the reflected signals at

the point 𝐹 , the amplitude of the one along the direction of the

specular reflection (𝒔) is the strongest. The amplitude of the reflected

signal received by the corresponding receiving antenna 𝑇𝑅𝑚,𝑛 is

determined by the angle (𝜙) between the received signal vector (𝒓 )
and the specular reflection vector (𝒔). Therefore, we can represent

the impact of face reflection characteristic on the amplitude of the

reflected signal:

𝑔𝑚,𝑛 (𝐹 ) = 𝑒𝑥𝑝 (−𝜙2/2𝜎2). (5)

𝜎 is an empirical constant related to the reflection property of hu-

man face, which is relatively stable for different users. It is obvious

that the key to solving 𝑔 is to accurately estimate 𝜙 . As shown in

Fig. 5, 𝜙 can be calculated by 𝑎𝑟𝑐𝑐𝑜𝑠 ( 𝒔𝒓
‖𝒓 ‖ ). Thus, the problem turns

into calculating the specular reflection vector 𝒔. For the point 𝐹 on

the face, given the incident signal direction 𝒊, its specular reflection
vector can be calculated by 𝒔 = 𝒊

‖ 𝒊‖ −
2𝒏𝒊
‖ 𝒊‖ 𝒏. To estimate the surface
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normal (𝒏) at 𝐹 , we take the neighboring points of 𝐹 to form a plane

and regard the normal of the plane as the surface normal of the

point. In this way, we can accurately estimate the impact of facial

reflection characteristic 𝑔 on the mmWave signal. Moreover, based

on the above analysis, we can find that the face-mmWave response

function 𝑂 can reveal the facial surface curvature which is quan-

tified by 𝒏. We will utilize 𝑂 to extract facial structure features in

Sec. 5. To verify the validity of generated VSR, we will compare the

facial structure features extracted from VRSes with those extracted

from real signals in Sec. 5.2.

5 FEATURE EXTRACTION AND MATCHING

It is crucial for mmFace to extract representative facial structure

features of each user from either the VRSes or the ones collected

during authentication since FA depends on performing matching

between these two.

5.1 Facial Structure Feature Extraction

Unlike photos that directly capture facial structure, it is challenging

to extract facial structure features from non-semantic RF signals,

e.g., mmWave. Our solution to this challenge is to reconstruct the

mmWave signals into intuitive 3D facial images by using the SAR

imaging algorithm and then extract distance-resistant facial struc-

ture features.

5.1.1 Imaging by SAR. With the matrix 𝑠 (𝑥,𝑦, 𝑡) formed from

mmWave signals (either VRSes or really collected during authen-

tication), we perform the Range Migration algorithm (RMA) [71]

as our SAR imaging algorithm to construct a 3D facial image. The

reason behind this is that RMA performs well, especially in the

near-field imaging scenario. Specially, the mmWave signal matrix

𝑠 (𝑥,𝑦, 𝑡) is first converted from the time-space domain into the

wavenumber domain (i.e., 𝑠 (𝑘𝑥 , 𝑘𝑦, 𝑘)) for performing distance mi-

gration correction and target refocusing. This conversion is done

by performing a 2D Fourier transformation and utilizing Weyl’s

Expansion expression [61], such that the matrix 𝑠 (𝑥,𝑦, 𝑡) in Eq. 3

becomes:

𝑠 (𝑘𝑥 , 𝑘𝑦, 𝑘) =
𝜖𝑂 (𝑘𝑥 , 𝑘𝑦, 𝑘𝑧)

𝑘𝑧
=

𝜖𝑜1,1 (𝑘𝑥 , 𝑘𝑦, 𝑘𝑧)𝐴(𝑘𝑥 , 𝑘𝑦)

𝑘𝑧
. (6)

𝑜1,1 (𝑘𝑥 , 𝑘𝑦, 𝑘𝑧) represents the response from the whole face to the

antenna in the first row and the first column on the planar antenna

array.𝐴 is a constant matrix related to the arrangement of antennas

on the planar antenna array. Afterwards, we transform 𝑠 (𝑘𝑥 , 𝑘𝑦, 𝑘)
to spatial domain (i.e., 𝑥𝑦𝑧 domain) to obtain a 3D constructed facial

image, which can be expressed as:

𝑤 (𝑥 ′, 𝑦′, 𝑧′) = IFT
(𝑘𝑥 ,𝑘𝑦 ,𝑘𝑧 )
3𝐷

{
Stoltkz

(
𝑠 (𝑘𝑥 , 𝑘𝑦, 𝑘)𝑘𝑧

)}
(7)

= 𝜖𝑜1,1 (𝑥𝐹 , 𝑦𝐹 , 𝑧𝐹 ) ∗𝐴(𝑥,𝑦). (8)

According to Eq. 1 and Eq. 6, we find that 𝑜1,1 (𝑥𝐹 , 𝑦𝐹 , 𝑧𝐹 ) does not
only depend on the facial surface curvature but also on the au-

thentication distance. Thus, the above process reveals a constraint:

the authentication distance from the face to the radar should be

identical during the registration and each authentication attempt.

Otherwise, the image𝑤 (𝑥 ′, 𝑦′, 𝑧′) would be inconsistent. However,

it is hard to guarantee that the user keeps an identical distance each

time.

Fourier Descriptor2D Facial Image Bright Area3D Facial Image

Projection 
to - Plane

Contour Feature 
Extraction

Outline the 
Contour

OOOOO C

Figure 9: Workflow of distance-resistant facial structure fea-

ture extraction.

5.1.2 Distance-resistant facial structure feature. To deal with the

above issue, we attempt to pursue a facial structure feature resilient

to the authentication distance variation. Inspired by the phenome-

non that sometimes people can be identified via their body shapes,

we propose to employ the contour of the face (or some areas of the

face) as the required feature. We observed an interesting fact. A 3D

facial image reconstructed from mmWave signals can be distinctly

divided into two areas, i.e., a ‘bright’ area and a ‘dark’ area, as shown

in Fig. 6, according to its intensity values. The intensity value here

is the corresponding element of𝑤 (𝑥 ′, 𝑦′, 𝑧′) in Eq. 8. Our two pre-

liminary experiments indicate two insights. 1) The bright/dark area

on the facial image is corresponding to the user’s facial region with

high/low surface curvature, as shown in Fig. 6. Hence, the contour

of the bright area can be used to represent the facial structure fea-

ture. 2) Even if varying the authentication distance, the contours

of the bright area are relatively stable as demonstrated in Fig. 7.

With these observations, we can safely claim that the bright area’s

contour is dominantly determined by the facial surface curvature,

rather than the authentication distance. Therefore, it can serve as a

distance-resistant facial structure feature.

The theoretical explanation of the above observations is as fol-

lows. As shown in Fig. 8, we randomly select two adjacent elements

𝐹 ′1 (𝑥
′

1, 𝑦
′

1, 𝑧
′

1) and 𝐹 ′2 (𝑥
′

2, 𝑦
′

2, 𝑧
′

2) around the contour of the 3D facial

image’s bright area. They belong to the dark area and the bright

area, respectively. The corresponding points of 𝐹 ′1 and 𝐹 ′2 on the

human face are 𝐹1 and 𝐹2, as shown in Fig. 8. Since 𝐹 ′1 and 𝐹 ′2 are
two adjacent elements, 𝐹1 and 𝐹2 are very close to each other, which
means that their distances to the planar antenna array are almost

the same. However, the intensity values of 𝐹 ′1 and 𝐹
′
2 might be signif-

icantly different, i.e.,𝑤 (𝑥 ′1, 𝑦
′
1, 𝑧

′
1) is much smaller than𝑤 (𝑥 ′2, 𝑦

′
2, 𝑧

′
2)

as shown in Fig. 8. Although the authentication distances of these

two points are similar, their values of facial surface curvature might

be considerably different due to the face structure, like the large

difference between the surface normals 𝑛1 and 𝑛2 in Fig. 8. In this

case, such surface curvature difference plays the dominant role

in determining the intensity value difference between these two

points. In particular, those points along the boundary of the bright

area would be more representative in reflecting the facial structure

feature, since they are prone to contribute distinct differences be-

tween the bright and dark areas. Hence, the contour of the bright

area on the 3D facial image is only related to the distribution of the

facial surface curvature, which can be regarded as a representative

distance-resistant facial structure feature.

Fig. 9 shows the steps of feature extraction. To avoid massive

computational overhead, we first project the 3D facial image into a

2D facial image𝑤2𝐷 (𝑥,𝑦) by choosing themaximum intensity value

along its z-axis. Since the intensity value can reveal both the surface

curvature and depth information according to Eq. 8, such 3D-to-2D
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(a) User A’s first time authentication (b) User A’s second time authentication (c) User A’s virtual registration

(d) User B’s first time authentication (e) User B’s second time authentication (f) User B’s virtual registration

Figure 10: Contours of the bright areas on facial images and the corresponding distributions of Fourier descriptors for real

collected signals and virtual registration signals.

projection can improve computational efficiency as well as retain

valid information. Then, we outline the contour of the bright area in

𝑤2𝐷 (𝑥,𝑦), as shown in Fig. 9. Conventional edge detection methods

always need to set an empirical threshold in advance to separate

the target area (e.g., the bright area) and the background area (e.g.,

the dark area) [5, 9, 64]. However, allocating a specific threshold

to each𝑤2𝐷 (𝑥,𝑦) collected in each authentication attempt is time-

consuming. Thus, we adopt the idea of the maximum inter-class

variance method [42], such that mmFace can outline the contour of

𝑤2𝐷 (𝑥,𝑦) according to an adaptive threshold. Finally, we remove

discrete points and leverage the Fourier descriptor [74] to quantify

the contour of the bright area (as shown in Fig.9), which is used as

the final distance-resistant facial structure features.

5.2 User matching

Before detailing the match process, we conduct a verification ex-

periment with two volunteers (user 𝐴 and user 𝐵) to confirm the

feasibility of using the bright area’s contour as representative facial

structure features. Specifically, for these two users, we collect the

real mmWave signals reflected by their faces twice a week and gen-

erate the corresponding facial images. Fig. 10 shows the contours

of these facial images’ bright areas and their corresponding Fourier

descriptor distributions. It can be observed that the results of the

same volunteer of different authentication attempts are very simi-

lar (Fig. 10(a) vs. Fig. 10(b) and Fig. 10(d) vs. Fig. 10(e)), while they

are distinguishable for different volunteers (Fig. 10(a) vs. Fig. 10(d)

and Fig. 10(b) vs. Fig. 10(e)). Therefore, the contour of the facial

image’ bright area is unique, which can serve as a representative

and robust facial structure feature.

Additionally, we also conduct a preliminary experiment to vali-

date our VRS generation approach proposed in Sec. 4. In this exper-

iment, we aim to figure out whether user matching can be achieved

by calculating the similarity between the features extracted from

the VRSes and those extracted from real collected signals. Fig. 10(c)

and Fig. 10(f) show the contours of the bright areas and the corre-

sponding Fourier descriptor distributions generated from the two

users’ VRSes. It can be seen that the features extracted from the

VRSes closely resemble the ones extracted from real signals (Fig.

10(a) vs. Fig. 10(c) and Fig. 10(d) vs. Fig. 10(f)). This result demon-

strates the accuracy of our mmWave signal propagation model

proposed in Sec.4 and validates that we can achieve user matching

through similarity comparison.

The process of user matching is as follows. We assume that there

are𝑚 users registered mmFace. Each user would possess a template

stored in the database. The facial structure feature 𝑅 extracted in an

authentication attempt is compared with each of the𝑚 templates to

obtain𝑚 Euclidean distances. mmFace chooses the smallest distance

and compares it with an acceptance threshold. If it is smaller than

the threshold, mmFace will regard the user as legitimate. Otherwise,

mmFace will reject this authentication attempt.

6 LIVENESS DETECTION

Facial biometric features can be quantitatively characterized by

the reflection coefficient of the face, which only depends on the

material of the facial surface [62]. In mmFace, the amplitude of the

signals reflected by the human face is correlated to the reflection

coefficient. Thus, it is reasonable to extract biometric features from

the amplitude.

However, it is hard to do so since the amplitude is related to

multiple factors simultaneously. According to Eq. 2, the amplitude of

the signal reflected by the human face and received by the antenna

𝑇𝑅𝑚,𝑛 can be calculated as:

𝐴𝑚,𝑛 = 𝜖

∭
𝑜𝑚,𝑛 (𝐹 )

2𝑟𝑚,𝑛
𝑑𝑥𝐹𝑑𝑦𝐹𝑑𝑧𝐹 . (9)
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Human Face

Figure 11: Equating the relatively flat region Γ on the face to

a plane Γ
′
parallel to the planar antenna array.

It can be observed that the amplitude 𝐴𝑚,𝑛 is not only related to

the reflection coefficient (𝜖) but also the facial curvature charac-

teristic (𝑜𝑚,𝑛) as well as face-to-radar distance (𝑟𝑚,𝑛). Intuitively,

we can deduce the value of 𝜖 if we know the values of the other

two factors in advance. Nevertheless, there are a large number of

points on the face. Calculating the values of these two factors for

each point is significantly time-consuming. Traditional RF-based

material identification works [15, 25, 62, 72] ‘solve’ this problem by

adding constraints (e.g., fixed shape) to sensing targets. Such solu-

tions are impractical for the FA scenario in mmFace. In this work,

we propose a biometric feature extraction algorithm (as shown in

Algorithm 1) that selects the regions with uniform curvature distri-

butions (relatively flat regions parallel to the planar antenna array)

on the face and further extracts biometric features. This reduces

the computational complexity in calculating the curvature for each

point. In the following, we will detail how we select those regions

of interest and extract accurate biometric features from them.

� Selecting relatively flat regions on the human face. For all

antennas on the planar antenna array, we first select those that

indeed detected the sensing target (i.e., face). Specifically, for each

antenna on the planar antenna array, we calculate the distance

between it and the target. The distances of all antennas form a

distance set 𝐷 . Since the target occupies most of the area covered

by the planar antenna array, we select the antennas whose antenna-

to-target distances equal the most common distance of the set 𝐷 .
Then, we form a set 𝐻 with these antennas to select desirable

regions. Specifically, for each antenna in the set 𝐻 , we calculate

the power of its received signal reflected from the target. If the

signal power exceeds an empirical threshold𝑚, we will regard the

antenna’s corresponding face region as a relatively flat region Γ,

which can be equivalent to a plane Γ
′
parallel to the planar antenna

array, as shown in Fig. 11. The principle is that: 1) As illustrated in

Eq. 2, although an antenna can receive the signals reflected from all

points on the face, it is mainly affected by the region (Γ) closest to it,
as shown in Fig. 11. Thus, each antenna can correspond to a specific

facial region with a similar size. 2) According to Eq. 6 and Eq. 9, the

amplitude (𝐴𝑚,𝑛) of the signal received by the antenna depends on

the surface curvature (𝑜𝑚,𝑛) distribution of its corresponding face

region. That is, the more the normals of the corresponding face

region are perpendicular to the planar antenna array, the greater

the power (𝐴2
𝑚,𝑛) of the received signal. Therefore, we can obtain

the relatively flat face regions by selecting the antennas whose

Algorithm 1: Biometric Feature Extraction

Input: 𝑠𝑚,𝑛 (𝑡 ) : mmWave signals, m ∈ {1, 𝑅𝑜𝑤}, n ∈ {1,𝐶𝑜𝑙𝑢𝑚𝑛}
Output: 𝑆 : biometric feature vector
Variables: 𝐷 : the set of the antennas-to-target distances,
𝐻 : the set of antennas with the most common distance,
𝐺 : the set of antennas corresponding to the relatively flat face area,
𝑄 : the set of reflection coefficients,
𝑄 ′ : the set of reflection coefficients without outliers,
𝑚: empirical threshold

1 𝐷 ← 𝐶𝑎𝑙𝑐𝑢𝑙𝑎𝑡𝑒_𝐷𝑖𝑠𝑡𝑎𝑛𝑐𝑒 (𝑠𝑚,𝑛 (𝑡 ) )
2 𝐻 ← 𝐴𝑛𝑡𝑒𝑛𝑛𝑎𝑠_𝑤𝑖𝑡ℎ_𝑀𝑜𝑠𝑡_𝑐𝑜𝑚𝑚𝑜𝑛_𝐷𝑖𝑠𝑡𝑎𝑛𝑐𝑒 (𝐷 )

3 // select the antennas to form a set G whose corresponding face region can
be regarded as a relatively flat region

4 for 𝑖 ∈ 𝐻 do
5 if Calculate_Power(i)>m then
6 𝐺 ← 𝐺 ∪ 𝑖 ;
7 end

8 end

9 𝑄 ← 𝐶𝑎𝑙𝑐𝑢𝑙𝑎𝑡𝑒_𝑅𝑒𝑓 𝑙𝑒𝑐𝑡𝑖𝑜𝑛_𝐶𝑜𝑒𝑓 𝑓 𝑖𝑐𝑖𝑒𝑛𝑡 (𝐺 )

10 𝑄 ′ ← 𝑅𝑒𝑚𝑜𝑣𝑒_𝑂𝑢𝑡𝑙𝑖𝑒𝑟 (𝑄 )

11 𝑆 ← 𝐶𝑎𝑙𝑐𝑢𝑙𝑎𝑡𝑒_𝑆𝑡𝑎𝑡𝑖𝑠𝑡𝑖𝑐𝑎𝑙_𝐹𝑒𝑎𝑡𝑢𝑟𝑒𝑠 (𝑄 ′ )

received signal power is higher than an empirical threshold and

these antennas can compose the set 𝐺 .

�Biometric identification.A region of interest can be regarded as

a set of 𝑁 points with similar surface curvature (𝑜𝑚,𝑛) and distance

(𝑟𝑚,𝑛). Then the reflection coefficient (𝜖) can be calculated by:

𝜖 = 𝐴𝑚,𝑛/(𝑁 ∗ (
𝑜𝑚,𝑛 (𝐹 )

2𝑟𝑚,𝑛
)), (10)

where 𝑁 is a constant and 𝐹 is a random point on the region Γ
′
, as

shown in Fig. 11. Since Γ
′
is a plane parallel to the planar antenna

array, 𝑜𝑚,𝑛 equals 1. 𝑟𝑚,𝑛 can be calculated by the frequency of the

received signal. Afterwards, for each transceiver antenna 𝑇𝑅𝑚,𝑛

in the set 𝐺 , we repeat the above calculation and form a reflection

coefficient set 𝑄 . Then, we remove the abnormal elements in 𝑄
based on the Pauta criterion [55] and calculate seven statistical

features (median, mean, standard deviation, mode, median absolute

deviation, mean absolute deviation, and range) to form a biometric

feature vector 𝑆 . Finally, we feed the vector into a pre-trained sup-

port vector machine (SVM) [11] to determine whether the target is

a genuine human face or not.

7 IMPLEMENTATION

We implement mmFace on a mmWave radar module and a 2D slide

rail. For probing the practicability, we prototype mmFace on two

kinds of mmWave radars with different configurations, including

a COTS mmWave radar, and an advanced mmWave radar. Fig. 12

shows the default setup. The data processing is completed by a PC

with Intel(R) Core(TM) 𝑖5 − 8250𝑈 CPU and 8 GB RAM.

� Radars. 1. COTS mmWave radar. As shown in Fig. 12, this radar

module consists of a single-chip commercial mmWave radar board

Texas Instruments (TI) IWR1642-Boost ($299) [27] and a data ac-

quisition board TI DCA1000EVM ($499) [28]. The IWR1642 device

contains two transmitting antennas and four receiving antennas.

We set it to send 500 frames per second and the two transmitting

antennas alternately emit one chirp signal in each frame. Each chirp

signal consists of 256 sampling points and its frequency will in-

crease from 𝑓0 = 77.33𝐺𝐻𝑧 to 𝑓𝑇 = 80.91𝐺𝐻𝑧 (with the bandwidth

𝐵 = 3.58𝐺𝐻𝑧 and frequency slope𝐾 = 70.295𝑀𝐻𝑧/𝜇𝑠). 2. Advanced
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Figure 12: Setup. Figure 13: Advanced mmWave radar module. Figure 14: Antennas on the advanced

radar.

mmWave radar. To shorten the scanning time, we also build a cas-

cade mmWave radar ($1100) with more antennas, which can be a

substitute for the COTS mmWave radar. As shown in Fig. 13, the

advanced radar contains four TI AWR1243P radar chips. Each chip

has three transmitting antennas and four receiving antennas. From

all antennas, we choose nine uniformly distributed transmitting

antennas and sixteen receiving antennas to be equivalent to 86

transceivers which are uniformly distributed as shown in Fig. 14.

The parameters of the chirp signals (e.g., bandwidth, frequency

slope) emitted by these transmitting antennas are the same as those

of the COTS radar. Besides, we also build a data acquisition board

to enable high-speed raw data capture ($315), as shown in Fig. 14.

Compared with the COTS mmWave radar, the advanced one can

construct a larger transceiver antenna array. Thus, we can greatly

reduce the scanning time for signal collection.

� 2D slide rail testbed. In mmFace, the mmWave radar is moved

with the assistance of a 2D slide rail to construct a 2D scanning

plane with the size of𝐷𝑥 ∗𝐷𝑦 (200mm*240mm). The scanning speed

of the 2D slide rail is 0.5m/s. To construct such a scanning plane,

the radar needs to slide 𝑁𝑦 rows and the interval between two

adjacent rows is Δ𝑦. Aligned with the timestamp of the transmitted

mmWave signals, each row collects 𝑁𝑥 = 200 sampling points with

an interval of Δ𝑥 = 1𝑚𝑚. For the COTS mmWave radar, it needs to

slide 𝑁𝑦 = 30 rows with an interval of Δ𝑦 = 8𝑚𝑚 and the sweeping

delay is about 13 seconds. This indicates that the COTS radar is

suitable for those FAs without strict requirements for real-time

processing. As for the advanced cascade mmWave radar, it only

needs to slide 𝑁𝑦 = 3 rows with an interval of Δ𝑦 = 85𝑚𝑚, and

this sweeping process takes less than 2 seconds. The computation

delays of these two mmWave radars are similar, i.e., about 1 second.

In this way, mmFace can realize a nearly real-time FA.

8 EVALUATION

8.1 Data Collection and Metrics

� Data collection. Our experiments are conducted in three differ-

ent environments: seminar room, lab, and office. For each environ-

ment, we invite 30 volunteers including 20 males and 10 females,

aged from 18 to 45 (with the height from 158 to 183 cm and the

weight from 48 to 85 kg). Among the 30 volunteers, we randomly

choose 5 volunteers as spoofers, and the remaining 25 volunteers

registered as legitimate users. We conduct these experiments with

the approval of our university’s Institutional Review Board (IRB). In

the registration phase, each legitimate user provides three photos to

construct a 3D face model. Based on Sec.4, we generate the virtual

signals for user registration. Therein, we set the distance between

the 3D face model and the virtual planar antenna array as 15cm.

In the authentication phase, all users are asked to place their faces

around 15cm in front of the mmWave radar scanning plane. Totally,

30 volunteers launch 3600 authentication attempts over a duration

of 6 months.

�Metrics.We define six metrics to quantify the performance of

mmFace similar to [68], including False Accept Rate (FAR), False

Reject Rate (FRR), Equal Error Rate (EER), Authentication Success

Rate (ASR), Receiver Operating Characteristic (ROC), and Defense

Success Rate (DSR). In particular, FAR represents the probability

that mmFace accepts a spoofer as a legitimate user. FRR represents

the probability that mmFace rejects a legitimate user as a spoofer.

EER describes the rate where FAR equals FRR. Additionally, ASR is

the probability that a legitimate user is correctly authenticated by

mmFace. ROC curve describes the relationship between the ASR

and FAR under the various thresholds. DSR is the probability that

an illegitimate authentication request initiated by an attacker is

successfully detected and rejected.

8.2 Overall Performance

We first evaluate the overall performance of mmFace in three dif-

ferent environments. The major difference between the COTS and

advanced mmWave radar is the data collection time. Since the au-

thentication performance of these two versions is similar, in the

following we focus on the performance of using the COTSmmWave

radar for face authentication. To show the superiority of our facial

structure feature extraction method, we compare mmFace with two

baselines. Baseline 1 (BS1): we only utilize the Fourier descriptors

to extract facial structure features without removing discrete points.

Baseline 2 (BS2): we directly compare facial images instead of uti-

lizing Fourier descriptors to extract features. Furthermore, to verify

the validity of our virtual registration signal generation, we also

compare the performance of mmFace with virtual registration and

on-site registration. For the on-site registration scenario (On-site),

we utilize the real mmWave signals reflected by the user’s face for

registration rather than the generated virtual signals. Fig. 15 shows

the results of ASRs in three different environments. We can observe
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that the average ASR of mmFace is 96%, while the average ASR of

these two baselines is 76.27% and 11.19%, respectively. Additionally,

as shown in Fig. 16, the average EER of mmFace is 4.52% while the

EERs of these two baselines are 9.89% and 47.51%. The high ASR and

low EER of mmFace indicate that it has outstanding authentication

performance in different environments. These comparisons with

two baselines demonstrate that utilizing Fourier descriptors can

effectively extract facial structure features and removing discrete

points can improve the authentication accuracy. Additionally, com-

pared with the on-site registration, we can observe that the ASRs

and EERs of these two cases are comparable, as shown in Fig. 15

and Fig. 16. This result shows that mmFace can generate virtual

registration signals accurately while mitigating the overhead of

user registration. Fig. 17 depicts the ROC curves and Fig. 18 shows

the FAR-FRR curves under the lab environment. Specifically, the

corresponding area-under-curve (AUC) of mmFace is larger than

that of both Baseline 1 and Baseline 2. These results demonstrate

that mmFace can authenticate users accurately and securely, and it

outperforms the other two baselines.

8.3 Robustness

Robustness is a crucial issue for FA systems. Therefore, we evaluate

the robustness of mmFace in two aspects: authentication distance

variation and the occlusion of masks.

� Distance.We evaluate the impact of distance between the face

and the mmWave radar scanning plane in three different environ-

ments. We invite 12 volunteers and guide them to place their faces

at various distances for authentication, i.e., from 10cm to 20cm with

a step of 2cm (this range covers the typical authentication distance

of conventional FA systems). For each authentication distance, ev-

ery volunteer is asked to launch 45 authentication attempts. Fig. 19

shows the results of ASR with the variation of authentication dis-

tance. Although the distance variation will cause a slight decrease

in ASR, the ASRs of three environments within these distances are

still larger than 90%. The results indicate that distance-resistant

facial structure features are effective.

�Mask occlusion. To show that mmFace still performs well under

the occlusion of masks, we also invite 12 volunteers to conduct

two aspects of experiments: the impact of mask types and the

impact of mask occlusion area. These experiments are conducted

at the default distance of 15cm. We utilize four types of masks to

evaluate the performance of mmFace with different materials and

thicknesses, i.e., ordinary masks, surgical masks, N95 respirator

masks, and spongemasks. Fig. 20 shows the ASRs of legitimate users

normally wearing these four types of masks and authenticating

under three environments. For each mask type and environment,

every volunteer is asked to launch 45 authentication attempts. Here,

we have two observations: (1) the ASRs degrade when users wear

masks, and (2) different masks have varied impacts on the ASRs.

To investigate the reason for the first observation, we conduct an

additional experiment to evaluate the impact of masks on mmFace

without conducting liveness detection. As shown in Fig. 21, we find

that while wearing masks, the ASR did not deteriorate noticeably

(within 3%), compared with that without masks. Such results indi-

cate that the masks mainly interfere with liveness detection rather

than the facial structure feature extraction. Based on the above

analysis, we further investigate the reason for the second observa-

tion: masks with different materials and thicknesses have different

impacts on mmFace, as shown in Fig. 20. Particularly, the ordinary

and the surgical masks have a smaller impact on the performance of

mmFace than N95 respirator and sponge masks. The main reason is

that the thicknesses and the materials of the ordinary and surgical

masks make mmWave signals easier to perpetrate than N95 respi-

rator and sponge masks. Consequently, the ordinary and surgical

masks have less impact on the reflection coefficient measurement in

Eq. 10, resulting in a better liveness detection performance. On the

other hand, as N95 respirator and sponge masks affect the reflection

coefficient measurement, mmFace can sometimes wrongly classify

them as spoofing attacks since the measured coefficients differ from
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Figure 23: Different occlusion areas of the surgical mask.

those expected from real users. In practice, mmFace can remind

the users of its supported masks (e.g., surgical masks and ordinary

masks) and advise the users to remove the unsupported masks

(e.g., N95 respirator masks and sponge masks) if the authentication

attempt cannot pass liveness detection.

We also explore the impact of mask occlusion area on the per-

formance of mmFace. As shown in Fig. 23, we divide the mask

occlusion area (from chin to eyes) into five categories according to

the size of the occluded area: 20% (only the chin is covered), 40%,

60%, 80%, and 100% (standard wearing style). In this experiment,

each volunteer is asked to use the surgical mask to occlude different

areas of his face according to the aforementioned five categories

and launch 45 authentication attempts for each size of occlusion

area. The experiment results of the three environments are dis-

played in Fig. 22. We can observe that the ASR decreases slightly

with the increase of the mask occlusion area rate. Even when the

occlusion area rate is 100%, the average ASR is still around 90%,

indicating that mmFace is robust to the occlusion of masks.

8.4 Attack and Defense

We conduct experiments under both 2D and 3D spoofing attacks.

These spoofing attacks are realized at a distance of 15cm in front

of the mmWave radar scanning plane.

� Spoofing attack realization. As aforementioned, there are both

static and dynamic 2D spoofing attacks. For realizing these two

types of attacks, we use the photos and videos of six legitimate users

to cheat mmFace respectively. Each 2D spoofing attack is performed

108 times. For the more challenging 3D spoofing attack, we conduct

the attack by utilizing various materials to build 1:1 scale 3D-printed

masks of six victims. These materials include metal, PLA, silicone,

nylon, and resin. With each type of 3D-printed mask, we perform

108 times 3D spoofing attacks. The setup of these spoofing attacks

is presented in Fig. 24.

� Defensive capability analysis. As the 2D spoofing attacks do

not involve the 3D structure features, we can easily defend them

by comparing them with the registered templates in the database.

Our experiment results show that all 2D spoofing attacks cannot

deceive mmFace.

In the experiments of 3D spoofing attacks, we plot the confidence

distributions (the outputs of one-class SVM) of both the human

face and 3D-printed masks in Fig. 25. It is obvious that the values of

the confidence for all 3D-printed masks are much smaller than that

of human faces. Therefore, mmFace can distinguish the biometric

features of human faces from other 3D-printed masks. Furthermore,

we explore the impact of distance on the anti-spoofing ability of

mmFace. We change the attacking distance from 10cm to 20cm

with a step of 2cm. Fig. 26 shows DSRs for the 3D-printed masks

of five materials under different distances. We observe that the

DSRs for the 3D-printed masks made of PLA, silicone, nylon, and

resin are all stable and stay around 100%. The DSR for the metal

Metal PLA Silicone Nylon ResinPhoto Video

2D Spoofing 3D Spoofing
Figure 24: Experiment setup of spoofing attacks.

3D-printed mask is slightly affected when the distance decreases,

but it is still higher than 90%. Therefore, mmFace can adapt to

the distance variation and effectively defend against 3D spoofing

attacks in real scenarios.

9 RELATEDWORK

� Facial authentication: Table 1 summarizes six representative FA

systems that are most related to our work. Traditional FA systems

mainly use RGB cameras to collect facial information [6, 24, 46, 52,

59, 67]. Those approaches have three practical limitations. First,

they are susceptible to light variations. Cameras cannot capture

accurate facial information in poor light conditions. Second, these

FA systems are vulnerable to spoofing attacks [8, 16, 17, 46, 52,

59] since they cannot verify whether an authentication request is

initiated by an alive person. Third, camera-based FA systems cannot

identify users with masks well [4, 46], as they can only capture and

extract unique features around the eyes rather than the entire face.

To address these limitations, recent RF-based FA systems [26, 66,

79] utilize RF signals to capture facial characteristics and achieve

authentication. As summarized in Table 1, RFace [66] builds a face

authentication system with passive RFID arrays. RFace is resilient

to 2D and 3D spoofing attacks but it does not support masks. Hof

et al. [26] re-purposes WiFi 802.11ad/y chipset to send mmWave

signals for sensing and demonstrates that it is possible to identify

a user by analyzing the reflected mmWave signals with machine

learning algorithms. Similar to RFace, Hof et al. [26] do not ad-

dress the challenges involved in face authentication with masks or

spoofing attacks. Besides, these RF-based FA systems [26, 66, 79]

require on-site registration which typically takes a long time. In

contrast, mmFace only requires each user to provide three photos

for registration. Furthermore, unlike these FA systems, mmFace

can support masked FA and meanwhile defend against both 2D and

3D spoofing attacks.

�RF-based authentication: RF signals in various frequency bands
(RFID [38, 39, 66, 76], WiFi [56, 73, 75], and mmWave [26, 36]) have

been exploited to capture user biometrics for authentication. For

example, Zhao et al. [76] develop a finger verifier to identify users

by collecting impedance features via an RFID tag array. Wang et

al. [56] propose a WiFi-based user authentication system. Users

need to stand in the sensing area for a while to collect biometrics

like body fat percentage. Lin et al. [36] present a heart identifica-

tion scheme using mmWave radar to probe cardiac characteristics.

Current RF-based authentication proposals can achieve decent per-

formance. Nevertheless, their real-world deployment is hindered

by three drawbacks: burdensome on-site registration, susceptibility

to distance variation, and vulnerability to spoofing attacks. Unlike

these works, mmFace aims to develop a user-friendly, robust, and

anti-spoofing mmWave-based FA system.
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Figure 25: Confidence distri-

bution.

Figure 26: Impact of distance

on DSR.

10 DISCUSSION

� Robustness:1) Face deflection: mmFace is robust to slight face

deflection. Particularly, we validate the face deflection within 10

degrees, and results show that the authentication performance is

hardly impacted. As part of future work, we plan to extend the ac-

ceptable range of facial deflection angles, which will make mmFace

more practical. 2) Authentication distance: Currently, mmFace is

applicable at an authentication distance of 10 to 20cm, which is

acceptable for applications such as assess control and user identifi-

cation at entrances. In our future work, we will further extend the

range of authentication distance and improve the authentication

robustness of mmFace. 3) Head movement: Slight head movement

during authentication would not affect mmFace. As illustrated in

Section 5.1.2, mmFace utilizes the contour of the facial image’s

‘bright’ area which only depends on the user’s facial surface cur-

vature as the facial structure features. Such robust facial structure

features help mmFace perform well even if users move their heads

slightly during authentication. When the user moves the head sig-

nificantly during the authentication process, mmFace may not be

able to capture facial features reliably. To mitigate this problem,

we will design a movement detection method and remind users

to remain relatively stable. 4) Environment: Since the authentica-

tion range is short and most reflections are from the users, the

surrounding environment has little impact on the performance of

mmFace. To make mmFace more robust, we will add denoising

technology (e.g., background subtraction) to improve mmFace’s

robustness against environmental noise.

� Resilience to signal-level attacks: Besides the attack models

mentioned in Sec. 2.2, sophisticated attackers may perform signal-

level attacks, including exhibiting generated VRS to mmFace and

the replay attack. However, these two attacks are hard to succeed.

Since it is difficult for attackers to imitate the biometric features of

the face, the former attack would be rejected by liveness detection

with high probability. For the latter one, the attacker needs to

capture signals during authentication, and then replay them back

to mmFace. However, due to the directionality of mmWave, the

receiving antennas of attacker’s device must be placed near the

mmWave radar, which would be detected by the user.

� Practicality: 1) Accuracy and material sensing capability: Our

experiment results indicate that ordinary and surgical masks have

less impact on the reflection coefficient measurement. In contrast,

N95 respirator and sponge masks affect the reflection coefficient

measurement and liveness detection, leading to degraded perfor-

mance (e.g., 82% accuracy). That is because mmFace sometimes

classifies thick sponge masks as spoofing attacks and denies le-

gitimate users, since extracted reflection coefficients are closer to

spoofing attacks and different from those of real users. In practice,

Table 1: Overview of six state-of-the-art FA systems.

System Medium
Attack

Resilience
Masked

FA
On-site

Registration

EchoPrint
[79]

RF signal 2D Unable Yes

Samsung
[46]

Camera None Unable No

Wang et al.
[59]

Camera None Able No

Song et al.
[52]

Camera None Able No

RFace
[66]

RF signal 2D & 3D Unable Yes

Hof et al.
[26]

RF signal None Unable Yes

mmFace can remind users to remove unsupported masks if mea-

sured coefficients are more like those of spoofing attacks. We leave

the fine-grained material classification (e.g., thick sponge versus

3D printing materials) as future work. 2) Sensing resolution: The

sensing resolution of mmFace is limited by the resolution of SAR

imaging, i.e., 1mm∗1mm∗4cm (length∗width∗depth). To make mm-

Face more practical, we plan to adopt mmWave radars with larger

bandwidths, e.g., 30GHz, to improve the resolution of SAR imaging

to 1mm∗1mm∗1mm (length∗width∗depth). In this case, mmFace

can extract more fine-grained facial structure features and has the

potential to support more users. 3) Form factor: Due to the bulkiness

of mmWave radar and antennas, the current implementation of

mmFace can be deployed and used for the access control of group

clients (e.g., communities, small- or moderate-scale companies). To

extend to other application scenarios (e.g., user authentication for

smart devices, integration into smartphones, etc.), the mmWave

radar needs to be integrated into a smaller form factor such as a

single chip similar to Soli [35]. We believe the sensing algorithms

and authentication methods developed in this paper are not limited

to the bulky mmWave radar SDK but can be applied to process the

mmWave signals of compact mmWave radars in the future.

11 CONCLUSION

In this paper, we develop an anti-spoofing face authentication sys-

tem named mmFace using off-the-shelf mmWave radars. mmFace

extracts facial biometric features as well as structure features from

the mmWave signals reflected by human faces to achieve reliable

liveness detection and face authentication. Leveraging the penetra-

bility of mmWave, mmFace can still work well under the occlusion

of facial masks. We also propose a virtual registration approach to

avoid inconvenient on-site registration. Experiment results show

that mmFace is accurate, robust, and secure in user authentication.
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