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➢User authentication has become an absolute necessity.

Background

Password-based Fingerprint Scanning Iris Scanning



➢Face authentication is promising due to its convenience and precision.

Background

Individual 

Identification 
Access Control Online Payment



➢ Camera-based face authentication is susceptible to ambient light.

➢ Vision-based face authentication raises privacy concerns.

Ambient light & Privacy Leakage 

Ambient  Light Privacy Leakage



➢ 2D Spoofing Attacks: 2D static (photo) attack and dynamic (video) attack 

➢ 2D+ Spoofing Attacks: precise 2D image plus rough depth measurements

➢ 3D Spoofing Attacks: precise 3D printed mask

Spoofing Attacks

2D 2D+ 3D



We want to explore a new facial feature

based authentication technique, which can protect the visual

privacy of users, and meanwhile resist spoofing attacks.



Turn to RFID

Tag Array

Fine-grained Wireless Sensing

Sensitive To The Material 

Yang et al. [MOBICOM 2015]
Wang et al. [INFOCOM 2018]   

Vasisht et al. [SIGCOMM 2018]

External 

3D Geometry Features

Inner 

Biomaterial Features



Fusion Feature

External 

3D Geometry Features

Inner 

Biomaterial Features
Fusion Feature

protect the visual privacy

difficult to be captured

difficult to reproduce

Use RFID tag array to extract fusion feature 



RFace



Recorded RF 

signals reflected 

from the face

Denoising & Rearrangement

Preprocess Feature 

Extraction

Fusion Feature

Authentication &

Spoofer detection

User or 

Spoofer?

N

User Spoofer



How to extract the fusion feature from the non-structured RF signals? 

Challenge1

𝑳 𝒅

𝑻𝒊

𝑻𝒋



Facial Features Extracted by RSS

𝑳 𝒅

𝑻𝒊

𝑻𝒋

RSS = 10log
𝑃

10−3
= 20 log𝐷𝐴

𝐴𝑖𝑛 = 𝐴e ሻ−α(L+d−𝑑𝑖

𝐴_𝑎𝑓𝑡𝑒𝑟 = 𝑅𝑝𝑒𝑟_𝑖𝐴𝑖𝑛

𝐴𝑟 = 𝑅𝑝𝑒𝑟_𝑖𝐴e
ሻ−2α(L+d−𝑑𝑖

𝑅𝑆𝑆𝑖 = 20 log𝐷𝐴𝑟 = 20 log𝐷 𝑅𝑝𝑒𝑟_𝑖𝐴e
ሻ−2α(L+ d −𝑑𝑖

𝑅𝑆𝑆𝑗 = 20 log𝐷𝐴𝑟_𝑗 = 20 log𝐷 𝑅𝑝𝑒𝑟_𝑗𝐴e
൯−2α(L+ d −𝑑𝑗

The First 

Propagation Stage

The Second  

Propagation Stage

The Third  

Propagation Stage

according to Fresnel

Formula:
𝑅𝑝𝑒𝑟_𝑖 = 𝑅𝑠𝑅𝑝

= |
𝜀𝑝𝑒𝑟𝑐𝑜𝑠𝛽𝑟𝑒𝑓𝑟_𝑖 − 𝜀𝑎𝑖𝑟𝑐𝑜𝑠𝛽𝑖𝑛_𝑖

𝜀𝑝𝑒𝑟𝑐𝑜𝑠𝛽𝑟𝑒𝑓𝑟_𝑖 + 𝜀𝑎𝑖𝑟𝑐𝑜𝑠𝛽𝑖𝑛_𝑖
|2

× |
𝜀𝑝𝑒𝑟𝑐𝑜𝑠𝛽𝑖𝑛_𝑖 − 𝜀𝑎𝑖𝑟𝑐𝑜𝑠𝛽𝑟𝑒𝑓𝑟_𝑖

𝜀𝑝𝑒𝑟𝑐𝑜𝑠𝛽𝑖𝑛_𝑖 + 𝜀𝑎𝑖𝑟𝑐𝑜𝑠𝛽𝑟𝑒𝑓𝑟_𝑖
|2

only determined by 𝜀𝑝𝑒𝑟
and 𝛽𝑖𝑛_𝑖



𝑅𝑆𝑆𝑖 = 20 log𝐷𝐴𝑟 = 20 log𝐷 𝑅𝑝𝑒𝑟_𝑖𝐴e
ሻ−2α(L+ d −𝑑𝑖

𝑅𝑆𝑆𝑖 − 𝑅𝑆𝑆𝑗 = 20log|
𝑅𝑝𝑒𝑟_𝑖

𝑅𝑝𝑒𝑟_𝑗
|𝑒−2𝛼 𝑑𝑖−𝑑𝑗

Unstable Factor

To remove 𝒅

Facial Features Extracted by RSS

represents the horizontal distance between 

the center points of

two different blocks on the human face.

Indicating the 3D geometry feature

𝜀𝑝𝑒𝑟 represents the inner biomaterial feature,

𝛽𝑖𝑛_𝑖 represents the 3D geometry feature.



Facial Features Extracted by Phase

𝑳 𝒅

𝑻𝒊

𝑻𝒋

𝜃_𝑏𝑒𝑓𝑜𝑟𝑒 = 𝜃𝑡 +
2𝜋

𝜆
(L + d − 𝑑𝑖ሻ

𝜃_𝑎𝑓𝑡𝑒𝑟 = 𝜃_𝑏𝑒𝑓𝑜𝑟𝑒 + 𝜃𝑝𝑒𝑟_𝑖

𝜃𝑟 = 𝜃𝑎𝑓𝑡𝑒𝑟 +
2𝜋

𝜆
𝐿 + 𝑑 − 𝑑𝑖

𝜃𝑖 = 𝜃𝑡 + 𝜃𝑝𝑒𝑟𝑖 + 𝜃𝑡𝑎𝑔𝑖 +
4𝜋

𝜆
𝐿 + 𝑑 − 𝑑𝑖

𝜃𝑖 − 𝜃𝑗 = (𝜃𝑝𝑒𝑟𝑖−𝜃𝑝𝑒𝑟𝑗ሻ + (𝜃𝑡𝑎𝑔𝑖−𝜃𝑡𝑎𝑔𝑗ሻ +
4𝜋

𝜆
(𝑑𝑗 − 𝑑𝑖ሻ + 2𝑘𝜋, 𝑘 ∈ 𝑍

The First 

Propagation Stage

The Second  

Propagation Stage

The Third  

Propagation Stage
related to Brewster 

Angle:

൝
𝜃𝑝𝑒𝑟_𝑖 = 0, 𝛽𝑖𝑛_𝑖≤ 𝛽𝐵
𝜃𝑝𝑒𝑟_𝑖 = 𝜋, 𝛽𝑖𝑛_𝑖 > 𝛽𝐵

𝛽𝐵 = 𝑎𝑟𝑐𝑡𝑎𝑛
𝜀𝑝𝑒𝑟
𝜀𝑎𝑖𝑟

only determined by 𝜀𝑝𝑒𝑟
and 𝛽𝑖𝑛_𝑖

To remove 𝒅

Indicating the 3D geometry featureinner biomaterial feature and

3D geometry feature



Extracted Fusion Facial Feature

Fusion Feature

RSS

Difference

Phase

Difference



Challenge2

How to make RFace robust to the disturbance  of  distance and deflection?

∆𝒅𝒊𝒋 − 𝒅𝒓

𝜸
Tag Array User’s face

𝒅𝒓

Due To Facing 

Direction 

It is vital to mitigate the unexpected distance difference 𝒅𝒓!!! 



Distance-Deflection Disturbance Suppression 

The closer the two tags are selected for subtraction, the smaller the 𝒅𝒓 is.

The key idea: narrow the difference calculation range in the tag array.

𝑪𝒔𝒖𝒃𝟏 𝑪𝒔𝒖𝒃𝟑

𝑪𝒔𝒖𝒃𝟔 𝑪𝒔𝒖𝒃𝟖

𝑪𝒔𝒖𝒃𝟒 𝑪 𝑪𝒔𝒖𝒃𝟓

𝑪𝒔𝒖𝒃𝟐

𝑪𝒔𝒖𝒃𝟕

𝑪𝒔𝒖𝒃𝟏𝑪𝒔𝒖𝒃𝟐𝑪𝒔𝒖𝒃𝟑

𝑪𝒔𝒖𝒃𝟒𝑪 𝑪𝒔𝒖𝒃𝟓

𝑪𝒔𝒖𝒃𝟔𝑪𝒔𝒖𝒃𝟕𝑪𝒔𝒖𝒃𝟖

𝑪𝒔𝒖𝒃

7*7 Tag Array Smallest Blocks SubCenter Block



Performance of DDDS

Different 

Distance 

Conditions

Different 

Deflection 

Conditions



Anti-Spoofing Authentication



➢Experiment setting

➢Overall performance

➢Under different system settings

➢ Security assessment

Evaluation



The antenna is placed 30 centimeters away from the reader. The user poses her 

face 10 centimeters away from the tag array for registration or authentication. 

Experiment Setting Volunteers

10 females and 20 males

5 spoofers and 25 legitimate users

Hardware

Impinj R420 Reader

Larid A9028 antenna

Alien 9629 tag

Data collection

225 seconds for registration 

120 times for authentication

(1.25s each time)



Metric
➢ Authentication success rate (ASR)

➢ False Accept Rate (FAR)

➢ False Reject Rate (FRR)

➢ Equal Error Rate (EER)

➢ Defense Success Rate (DSR)

Training with 80% feature blocks and test with the rest 20% ones

The acceptance threshold is set as 0.8

Metric and Training Process



(1) The authentication success rate is 95.73% and the equal error rate is 4.40%

(2) The false accept rate is 4.48% when the acceptance threshold is 0.8

(3) The  receiver operating characteristic curve shows the outstanding performance of RFace

Overall performance



(1) With 90 feature blocks for each user, Rface achieves 95.5 authentication success rate

(2) The authentication reduces less than 6% even when the distance difference is 5 centimeters

Rface can still achieve high authentication success rate when deflection angle Is 15 degrees

Different Settings
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We propose a novel anti-spoofing facial authentication system via commodity RFID.

We prove that RF signals can be used to capture human biological features through a 
rigorous theoretical model.

We design a DDDS algorithm to improve the usability and practicality of our system, namely 
Rface.

RFace can achieve high authentication siccess rate, more importantly, it is able to defend 
against various spoofing attacks, which cannot be achieved by existing camera-based facial 
authentication systems

Conclusion


